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abreviacion
1. application programming interface
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Interfaces de usuario

Allie ®|Rick
Should | get the new Blackberry Torch? X
ae
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Una interfaz

de aplicacion
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Valor

APIs nos van a permitir crear:

* Nuevas aplicaciones

* Nuevas maneras de ingresos
 Nuevas oportunidades de negocio
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APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacién‘ ‘ Diseno
Ejecucion Implementacién
APIs

Descubrimiento,
uso y desarrollo
de Apps
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APIls: Estrategia

Alinear con el modelo del negocio

IO

revenue reach innovation
growth compliance intel
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APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacién‘ Disefo

Ejecucion Implementacion
APlIs

Descubrimiento,
uso y desarrollo
de Apps
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APls: Diseno

. apps moviles

monetizacion

facil de usar

..widad
.Iabilidad
.ncia
.bilidad de cambiar
.lién va dirigida?
.ocolos
Gestionar la complejidad
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facilidad de aprendizaje

basada en microservicios

confianza en los datos

documentacion

interfaces
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Simple o complejo?
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La complejidad es una percepcion

interface
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Interfaces simples ampliamente establecidas

La complejidad es el precio que pagamos por utilidad

]
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OAuth 2.0

14

[Docs] [txt|pdf] [draft-ietf-cauth-v2] [IPR] [Errata]

PROPOSED STANDARD
Errata Exist

Internet Engineering Task Force (IETF) D. Hardt, Ed.
Request for Comments: 6749 Microsoft
Obsocletes: 5849 October 2012

Category: Standards Track
ISSN: 2070-1721

The OAuth 2.0 Authorization Framework

Abstract

The OAuth 2.0 authorization framework enables a third-party
application to obtain limited access to an HTTP service, either on
behalf of a resource owner by orchestrating an approval interaction
between the resource owner and the HTTP service, or by allowing the
third-party application to obtain access on its own behalf. This

spec1flcatlon ces and obsoletes thfj Ohuth g .0 pro 1 described
in RFC 5848 I i
Status of T
‘l;:, ‘EEE-l [}

This is an Internet Standards Tra document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering CGroup (IESG). Further information on
Internet Standards is available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc=editor.org/info/rfcha749.

Copyright Notice

Copyright (c) 2012 IETF Trust and the persons identified as the
document auvthors. All rights reserved.

This document is subject to BCE 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents

A O r_e_W . _ee__4 . 2L._. A_si._ _e
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OAuth 2.0 Complejidad: ¢Quién paga el precio?

e herramienta -
herramienta

Implementacién Implementacién
Cliente OAuth 2 Server OAuth 2
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Apps moviles basadas en APIs

SSO, Push, OAuth,
E’g' mensajeria, ...

— Al i Quién paga el precio de la complejidad?
Apps moviles ¢Q Pag P Piel

Desarrollador Desarrollador Administradores

d, O m p I e . O ?PS APIs de Sistemas

Geolocalizacion,
pub/sub, ...

Y

loT / Big Data

G
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APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacién‘ ‘ Disefo

Implementacion
APls

CA API Policy Manger
CA Live API Creator

Ejecucion

Descubrimiento,
uso y desarrollo

de Apps (o |
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APIs: Implementacion

18

Desarrolladores de APIs:
. Uso de herramientas (IDEs)
. Lenguajes de programacion
. Implementar las decisiones de diseno
. Hacer lo complejo facil
. Uso de herramientas
. Comerciales
. Open source
. Soluciones desarrolladas por nosotros
mismos

© 2014 CA. ALL RIGHTS RESERVED.
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éComo CA APl Managemen

desarrolladores de APIs?

19

CA API Policy Manager

Ayuda a los desarrolladores a desarrollar con 200+ assertions:

*  Transformaciones entre formatos y protocolos

*  Seguridad, certificados, claves

* Integraciones con gestores de identidad de terceros
* Integraciones con los sistemas de backend

*  Integracidn con los sistemas antivirus

* Cache

*  OAuth 2.0, OpenlID Connect

*  Gestionar el trafico

*  Disponibilidad de APIs

*  Proteccidén ante ataques externos, validacién de mensajes
* Debug

SDK para la creacion de assertions

Assertions | identity Providers |
Search| ) -
@ @ XML Security [
B @ Message Validation/Transformation
@ Add or Remove XML Elementis)
@ Add Ws-Addressing
[0 Apply JSON Transformation
) Apply XSL Transformation
& Compress Messages toffrom Sed|
B Decode MTOM Message
@ Encode / Decode Data
B9 Encode to MTOM Format
© Enforce WS- BSP Compliance
& Enforce WS+ SAML Compliance
& Enforce WS-Security Policy Compl|
#@ Evaluate JSON Path Expression
B Evaluate Regular Expression
B Evaluate Request XPath
£ Evaluate Response XPath
@ Evaluate WSDL Operation
B Process SAML Attribute Query Red
[ Process SAML Authentication Reas
@ Require WS-Addressing
o Set SAML Response Status Code
%Tmnslale HTTP Form to MIME

“mmnc

Translate MIME to HTTP Form
Validate Certificate

o/ Validate HTML Form Data

£ validate JSON Schema

B validate MTOM Message

@ Validate or Change Content Type

() validate SOAP Attachments

D validate XML Schema | =}

search |52
[ fran-cola71
B G API Portal Integration
[£) API Key Management Service [fapi/keys/!
) a1 Portal Integration Service [portalma
[8 Account Plans Fragment
[8 aPi Plans Fragment

© 2014 CA. ALL RIGHTS RESERVED.
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® X ¢ >

t Suite ayuda a los

APl Key Management Service [/api/keys/*] (v1/1, active) |
a a8 [ Validate @ Export Policy 43 Import Policy @) Import From UDDI $? Show Com

B € At least one assertion must evaluate to true
E 3 All assertions must evaluate to true.
T, Require SSL or TLS Transport with Client Certificate Ahentication
[ Add Audit Details: "username: §{request username}’
@ Request: Authenticate against Internal Identity Provider
[ (3 All assertions must evaluate to true
[ Audit Messages in Policy
[ Add Audit Details: "auth_user: ${request authenticateduser}"
/ Set Context Variable uri.generate as String to: /generate
o/ Set Context Variable uri.register as String to: jregister
/ Set Context Variable uri.update as String to: /update
 Set Context Variable uri.delete as String to: /delete
o Set Context Variable errorCode as String to: 0
D Comment: // Setup debugging portion (only when enabled)
& At least one assertion must evaluate to true
B € All assertions must evaluate to true
Compare Variable: ${request http.parameter.debug} is a String and is equal to true (case sensitive); If Mull
/ Set Context Variable debugBlack as String to: <l-- debug block > <I7:Debug xmins:|7="http://ns.I7te.
 Set Context Variable debugBlock as String to empty
E] € At least one assertion must evaluate to true
@ [ All assertions must evaluate to true
& All assertions must evaluate to true
Compare Variable: ${request http.uri} is a String and contains §{uri.generate} (case sensitive); If Multivalu
o Set Context Variable serviceOp as String to: ${request http.uri}
«@ §{serviceOp}: Evaluate Regular Expression - - strip out uri prefix (v2)
o Set Context Variable validServices as Message to: §{gateway.portal. managed. services}
[ [ At least one assertion must evaluate to true
B @ At least one assertion must evaluate to true
B 3 All assertions must evaluate to true
Compare Variable: §{errorCode} is a String and is not equal to 0 (case sensitive); If Multivalued all v
o/ Set Context Variable as Message to xmins:I p://ns.|Tte
/ Continue Processing
@ [ All assertions must evaluate to true
B At least one assertion must evaluate to true
B < All assertions must evaluate to true
« Compare Variable: ${errorCode} is a String and is equal to 0 (case sensitive); If Multivalued all values mus!
\, Return Template Response to Requestor
£ All assertinns must sualuate to trus

o]

Policy Validation Messages |
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¢Como CA API Management Suite ayuda a los desarrolladores de
APIs?

Centralizado en la creacion de APIs
Potenciando las aplicaciones

Uniformidad sas
APls de Automaticamente crea

APIs desde las fuentes

de datos
CA Live API v GUl-orientado al mapeo de

tablas
API Creator creator

Configurar API Paginacion automatica
&,

Vv

V' Integracion de datos a
través de diversas fuentes

v

Explora Datos

Logica de negocio

—e \‘ declarativa
API Navega por los datos
owner instantaneamente
) - Fuentes de Datos
Ejecuta Logica
* SQL RDBMS
* NoSQL
APIS
erver * REST APIs

R v
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APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacién‘ ‘ Disefo

Implementacion
‘ APIls

CA API Portal

Descubrimiento, 'CAMAG &MAS sbk
uso y desarrollo

de Apps ca

21 © 2014 CA. ALL RIGHTS RESERVED.
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APls: Descubrimiento y uso

Desarrolladores de Apps:

22

Descubrimiento de APIs
Pruebas de APIs
Generacion de codigo
Documentacion de APIs
Registro

Facilidad de uso

Foros

Monetizacion

SDKs

© 2014 CA. ALL RIGHTS RESERVED.
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éComo CA APl Management Suite ayuda a los desarrolladores de

Apps?
CA API Portal

(" Dirigido a Desarrolladores

Registro Documentacion API
Desarrolladores

23

\

~N

Dirigido a los propietarios de las APIs

45% N 12Pencing Aczounts

10 Plan Change Requests

0,
28% - 0 Unpublished 4PIs

Cuotas Seguimiento de Tareas

© 2014 CA. ALL RIGHTS RESERVED.
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CA API Portal

Propietario

Publicay

grupo de
_APlIs
ol

Descubre,
Analiza, aprende,
5 -
monetiza explora,
Desarrollador Propietario Desarrollador
colabora
B
Control, Registra,
seguimiento, crea,
cumplimiento subscribe Desarrollador ca
24 © 2014 CA. ALL RIGHTS RESERVED. ’
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Monetizacion

Desarrolladores
Externos

Tarifa plana

Registro inicial

Tarifa recurrente
— h 4—»“) ta rect

, APl PORTAL
Propietarios APIs
/ Admins I

<>

APl Gateway
Cluster

25

Servicio de Cobro

Por Plan de Cuenta
Por Plan de API

Por invocacion

G

© 2014 CA. ALL RIGHTS RESERVED. technologies



éComo CA APl Management Suite ayuda a los desarrolladores de

APPs?
(T

Messaging
Pub / Sub w/
MQTT

User & Group
Secure Storage
(Analytics)

cent 1 1 1

MAG SDK
- OAuth 2.0 \

- OpenlD Connect

- PKI

- Social Login

- Device-2-Device

- SSO / Mutual SSL

Samsung KNO)y/

26

Open Source Developer Site

community -

Documentation
Tutorials, videos,
blogs

- github.com -
- SDK -

MAS APIs
User & Group Management through
SCIM 2.0 interface
Messaging
Pub / Sub Management

Storage
Permissions

© 2014 CA. ALL RIGHTS RESERVED.

Developer Dashboard
- Create & manage

apps
- (Manage Services)
- Documentation

e

-— MQTT Broker

—> MSAD / LDAP
CA Mobile App
<+——>
Analytics (MAA)
CA RiskMinder
«—> CA SSO (SM)

G
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http://mas.ca.com/

Mobile APl Gateway

27

Apple Push Notification

Android Push Notification s (|00 —
_El
Web Sockets -

API Portal
XMPP \

%

i,
®
I
@

1

Social Login ~ _
. Wi,
Mobile SSO (API and SDK) =] v —
—  Mobile SSO
—  Soporte multi-usuario API Servers
S
—  Soporte Geo-localiacion N
—  Aprovisionamiento de credenciales y configuracién dinamica ‘H’i F_H
VRN
—  SSO entre dispositivos (QRC, BLE, NFC) —_ @ H O O
JOpenlD 11—
Samsung Knox for APIs et
IdM

G
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SSO a traves de Web Hibrida y Apps nativas

" @ecc0 Bell LTE ‘ ) (- ee000 Bell LTE 7:41 AM 7 ¥} -
Back CA Web Container ward
T ——

technologies

. Demo B Demo (@7 Demo D

i —_
E‘" Joe Doe

Principal Superman
Marketing

Nativa Hibrida Web

A
Cnimsoft

5\ e
saley%rce

. Carlson
'\Wagonlit (
Travel

Home Sign out Deregister

G
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Mobile App Services es un conjunto de servicios
expuestos como Open Source SDKs y open APIs

o O 9%%
Napiay

O (% t—ﬁ—l
f\

@)
in 1
Group Management
SDKs APIs

I_I_I_
Publish
—rT N

L —t_”'\
|_|_|_

Secure Local Secure Cloud Pub/Sub with MQTT
Storage Storage

29 © 2014 CA. ALL RIGHTS RESERVED.
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APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacién‘ ‘ Disefo

Ejecucion Implementacion
APlIs

CA APl Gateway (MAG & MAS)
CA Live API Creator

Descubrimiento,
uso y desarrollo
de Apps

30 © 2014 CA. ALL RIGHTS RESERVED.
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APIs: Ejecucion

Ejecucion de APIs:

31

Escalabilidad dindmica (vertical y horizontal)
4 Alto rendimiento

Gestion del trafico
v' Limites, cuotas, disponibilidad API, priorizacién, ...

Alta disponibilidad (cero downtime)
Flexibilidad arquitectdnica
Fiabilidad, robustez

Enrutamiento

Orguestacion

Seguridad

Monetizacion

Despliegue entre entornos
Virtualizacién de servicios o APls

© 2014 CA. ALL RIGHTS RESERVED.
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CA APl Management

@)

@N /

Transformaciones Enrutamiento
Throttling Caché

API — Habilita Datos y Servicios

Control Trafico

Autenticacion Autorizacion API| Keys

ISAML

Token Service

OAuth 1.x OAuth 2.0

Priorizacién

A ¢
3 %’% f Login with Facebook

Social SSO

OpenlID Connect

—_— & Py A
" —— ; *» & o D O Ll --»fﬁ._ =
=— 2 3
Health Tracking Rendimiento  Global Staging Migracion Desarrolladores Planes API Explorer
' Subcripcion

5 I

—_— e — - -.h U%- ‘}
Workflow  Gestion Parches  Migracion Politicas Informes Cuotas Rankings Analiticas

Gestionar la Comunidad de Desarrolladores

Gestion ciclo de vida de las API

32 © 2014 CA. ALL RIGHTS RESERVED.

APl Documentacion

g

Foros
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Integracion con entornos sandbox

_ @
D I@ CA APl Enterprise
— \ — Gateway Services

Mgmt.

S) - 2
N\ - ervice
@3 g Virtualization

pply
Chain

®
33 © 2014 CA. ALL RIGHTS RESERVED. technologies



Arquitectura & Usuarios

API Propietarios / APl Desarrolladores

IO' IO' IO'
*® 9

API Server
—>
Y REST API
Rules/Events
Reactive Logic
API Creator Database Access
— REST JDBC
GI;, D || ———— Request A Request
Response - Response
| Fa———n\ — . >
Gestores Negocio —
| p— X
f———\
Data Explorer REST
Request
Response )
| Aol
loT | [Web
Aplicaciones Consumidoras
34 © 2014 CA. ALL RIGHTS RESERVED.
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Arquitectura basaba en Microservicios

35

A monolithic application puts all its -’ A microservices architecture puts £
functionality into a single process... & each element of functionality into a
oV separate service...
-
... and scales by replicating the ... and scales by distributing these services
monolith on multiple servers across servers, replicating as needed.

9 9 2 AR v
We e

oV oV ®|||e ®lle

A

|l C (N 4
oV oV o|ll® adll(\ 4

http://martinfowler.com/articles/microservices.html

© 2014 CA. ALL RIGHTS RESERVED.
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http://martinfowler.com/articles/microservices.html

APl Gateways for Microservices

= Popular pattern for the Microservices perimeter Web app
— “Building Microservices” by Sam Newman (Thoughtworks) .

Mobile app .

— http://microservices.io/patterns/apigateway.html

= Open Source Options

— Netflix Zuul
— NGINX Y l
APl gateway
=  Unbundled Gateway Capabilities l l

— Service Discovery (Consul, Netflix Eureka, CoreQOS etcd)
Customer Recommendation

X : (atalo
service service g

. Ga
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http://microservices.io/patterns/apigateway.html

Microservices Arquitectura de Referencia - Ejecucion

Data API Adapter Legacy Data
API|
/ Assets
. 31 Party Data 3% Party Service Partner \
Connected Devices Collector Systems
Data Service \
API API Data Net New Mgmt
AP| Gateway API Microservice API
— [ )
/Hﬂ Service Enterprise Shared
Service s~ - l API Web Service (JEE)
- Service API ' ‘! £ L )
, API s
1 Net New Mgmt e ~N
| . : B
\ Mobile App Microservice API
| Backend (JEE) — Data Legacy
! 1 . API Application
|aan | Dock . ! |
% H ocker 1 '
= L Aws T — Mgmt | S >
" N S AgPT Azure | API
Mobile Apps  —~— _~~ LA ) .
Cloud-based Components On-prem Components ca
37 © 2014 CA. ALL RIGHTS RESERVED.
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Microservices Arquitectura de Referencia — Desarrollo Apps

e N
‘Jv‘ Service S . IDEs AP SDKs Microservice
S‘\ S ervice Modeling Tools
& Consumer Provider A 4
Developer Developer 1 N
[ API Design Tools ] Docker
N\ J
Local Components
Mgmt Mgmt
API API
Mgmt
GitHub Virtual Services API Mgmt
API Developer APl
Portal Automated Test SUN
. Mgmt | ___ ’_# Mgmt |___ Drivers
; AP N API N
| ro |
. : ! : R \‘ ST T T T T TTTTETT \\
: o i Mgmt 1 i 1 I
1 1 1 I 1 I | |
1 ! 1 1 API | 1 | 1
\ AWS 1+ Azure 1 I 1 I
\ ’ \ ’ Release 1 1 | . 1
_______________ . N e e mmmmmmmm_ - 1 Pre-Prod | | Production 1
Management 1 Envi 1 | Envi 1
\ nvironments | \ nvironments 1
Cloud-based Components On-prem Components ca
38 © 2014 CA. ALL RIGHTS RESERVED.
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CA APl Management Suite Casos de uso y despliegue

. CA API Academy

Partner App Developers Internal API and App Developer
m
1 I £ g
A

7]

‘ DMZ Trusted Zone

ApllcaC|ones )ﬁ < T )ﬁ < T =
App App ,{ ---. ,j-‘_: = .---_ ‘: e — ! ! 4 ,-.va
Gateways Gateways Live API Creator
. (opcionalmente con MAG & MAS) (opcional) o
Servidores de Aplicaciones

® Seguridad ® Integracidn

® APl Management ®  Gestion del trafico (SLA)

® Movilidad ®  Creacidén APIs

® |dentidades

39 © 2014 CA. ALL RIGHTS RESERVED. technologies



Multiples modelos de despliegues y arquitecturas

Saa$S ‘ Hybrid & On-Premise/Cloud

,1 | A | ’ l A i
T - - B R

E]
—H [—‘[_" )
. :
: Api Gateway i
i Tenants !
N . : o . :
! Api Gateway I I Api Gateway Api Portal I
@E ! I : I
---------------- 1 1
1 1
1 1
1 1
1 1
1 1
1 1
R o o e e e e e e e L _________________ l.__________________________uI
40 technologie:



APIs: De principio a fin (end-to-end)

Estrategia

Monitorizacion Diseno
CA API Gateway

CA API Portal
Implementacion
APIs

Ejecucion ‘

Descubrimiento,
uso y desarrollo
de Apps

41 © 2014 CA. ALL RIGHTS RESERVED.
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APls: Monitorizacion

Analisis en detalle por todas las partes
e Auditoria
* Integracion con herramientas de terceros
 UsodeAPIs
 Tiempos de Respuestas (SLA)
* Integracion con herramientas de
monitorizacion

42 © 2014 CA. ALL RIGHTS RESERVED.
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¢Como CA APl Management Suite ayuda a la monitorizacion de
APIs?

Business Reports

CA API Portal /\

* Visibilidad para todas las partes

* Informes para negocio I N T/:
* Informes para el desarrollador de Apps - K X |

 Tiempos de respuestas
e Uso de APIs

43 i
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¢Como CA APl Management Suite ayuda a la monitorizacion de

API|s?

CA API Gateway

* Genera informacién de auditoria que se
puede exportar a los sistemas analiticos de  —- =
la organizacion -

nnnnn

nnnnn

* Informacion sobre tiempos de respuestas
* Informacion sobre el cluster
* Integracion con CA APM

44 © 2014 CA. ALL RIGHTS RESERVED.

B oy Mot CHEe A St

e
Source

© ternal database ) Via audit lookup policy | Configure Audt Lookup Pobcy
Time Range

o s
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APIs: De principio a fin (end-to-end)

Estrategia
'\0 /V
o §§b

45 © 2014 CA. ALL RIGHTS RESERVED.
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CA APl Management Suite

Desarrolladores CA API Developer Portal
Aplicaciones CA Live API Creator
App - g
ApP| | APP
MAS SDKs CA Mobile App Services

G

®
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http://transform.ca.com/CA-Mobile-App-Services.html
http://transform.ca.com/CA-Live-API-Creator.html
http://transform.ca.com/CA-Live-API-Creator.html
http://transform.ca.com/CA-Live-API-Creator.html
http://transform.ca.com/CA-Live-API-Creator.html
http://transform.ca.com/CA-Live-API-Creator.html

http://www.ca.com/us/products/api-management.aspx

7\

#ap1360
) - 4

http://apiacademy.co
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